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Department of Defense
INSTRUCTION
NUMBER S-3730.01
November 6, 2015 -
mm

SUBJECT: Nuclear Command, Control, and Communications (NC3) System (U)

References: See Enclosure |1 (U)
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b. (U) Nothing in this instruction will infringe on or impair the independence of the
Inspector General of the Department of Defense.
3. () POLICY. 1t is DoD policy that:
a. () The NC3 System:
(1) (U) Provides a survivable, secure, and enduring (for the subset of Nuclear Mission
Critical Systems) NC3 capability to perform all the nuclear functions, relying on critical NC3

Classified By: Tegqry A. Halvorsen, DoD ClO
Remson: 1.4 (u) {f) (g)
Declassify on; 20251006



Department of Defense
DIRECTIVE

SURJECT:  Upited States Naclesr Wespons Command and Coutrol, Sefety, and Secarity (U)

References: (a) MM&QIMLWMNMWM

Command and Congrol (U), June 18, IQIM

(b) National Securiry Presidentiat Diroctive-28', United States Nuclesr Wespoms
Comnmad ind Conttrol, Safety, and Security (U), Juse 20; 2003

() Noecloar Postmse Review Report® (U), Decernber 200) |

(Y MMA-IS&W&WWM
Transmittal 4, November 30, 2000

(¢) through (am), see eaclosure 1

1. (U) REISSUANCE AND PURPOSE
L1, @) mmwmmm)mmmpuqumd

respansibilitins governing United States nuclear weapcns Command sad Control (€2), saftty, and
seonrity within the Department of Defense, as directed by reference (b).
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Department of Defense
MANUAL |
NUMBER §-5240.05
— : April 23, 2015
. us

SURIECT: (U) The Conduct of Technical Surveillance Countermeasures (TSCM)
(U) References: See Enclosure 1
L. (U) PURPOSE. In accordance with the authority in DoD Directive 5143.01 (Reference (a))
and DoD Instruction (DeDI) 5240.05 {Reference (b)), this manual:
a, (U) Implements policy, sssigns responsibilities, and provides procedures for conducting
b. (U) Incorporates and cancels DoD Manuals (DoDMs) S-5240,05-M-1 and $-5240.05-M-
2 (References (c) and (d)). .
¢ {U) Guides TSCM practitioners. TSCM technicians, and customers through the TSCM

process in accordance with Reference (b).

2. (U) APPLICABILITY. This manual applies to OSD, the Military Depariments, the Office of
the Chairman of the Joint Chiefs of StafT and the Joint Staff. the Combatant Commands, the
Office of the Inspector General of the Department of Defense, the Defense Agencies, the DoD
Field Activities, and all other organizational entities within the Dol (referred ta collectively in
this manual as the “DoD Components™).

3. (U) RESPONSIBILITIES. See Enclosure 2.

4. (U) PROCEDURES. Sce Enclosures 3 through 7.

Classified by: Michsel G. Vickers, USD(l)
Derived from: DoDJ C-5240.08, CI SCG
Declassify on: 20400413
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Department of Defense
DIRECTIVE

NUMBER §-5205.41
July 15,2014

M
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SUBIECT: .(U) DoD Cover and Cover Support Activities

References: (U) See Enclosure 1

1. (). PURPOSE. This directive reissues and renumbers DoD Directive (DoDD) S-5105.61

cover support activities

2. (U) APPLICABILITY. This directive:

a. (U). Applies to OSD, the Military Departments, the Office of the Chairman of the Joint
Chiefs of StafT and the Joint Staff, the Combatant Commands, the Office of the Inspector
General of the Department of Defense, the Defense Agencics, the DoD Field Activities, and all -
other organizational entities in the Department of Defense (referred to collectively in this
directive as the “DoD Components”™).

b. (U) Does not apply to:

(1) (U} Defense criminal investigative organizations (DCIOs) whien they are conducting
criminal or Jaw, enforcement investigations and other law enforcement activities within their

spective jurisdictions.

3. () POLICY

Classified By: USD(I)

Reason; 1.4(c¢)
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Department of Defense
INSTRUCTION
NUMBER 5-5240.17
. Mamh 14,2014
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SUBJECT: (U) Counterintelligence Collection Activities {(CCA)
References: (U) See Enclosure 1.

1. (U) PURPOSE. Io accordance with the authority, in DoD Directive (DoDD) 5143.01
(Reference (2)), this instruction reissues DoD Instruction (DoDI) S-5240.17 (Reference (b)) to
establish policy. and assign responsibilities and procedures for CCA in acdordance with
Executive Order 12333, DoDD 0-5240,02, and DoDD 5240.01 (References (c) through (e)).

2. (i) APPLICABILITY. This instruction applies to OSD, the Military. Departments, the.
Office of the Chairman of the Joint Chiefs of Staff and the Joint Staff, the Combatant Commands
(CCMDs), the Office of the Inspector General of the Department of Defense, the Defense
Agencies, the DoD Ficld Activities, and all other organizational entitics within the DoD (veferred
to collectively.in this instruction as the “DoD Components”).

3. (U) POLICY. Itis DoD policy that:

8. (U) DoD Component counterintelligence (CI) elements conduct CCA to acquire
information about the capabilities, intentions, and activities of foreign powers, organizations, of
persons who engage in espionage, terrorism, sabotage, subversion, and clandestine intelligence
activities against the United States or DoD.

b. () DoD Component CI organizations are authorized to conduct CCA consistent with the:
Component’s assigned CI mission and authorities.

¢, (U) Only. appropriately trained personne! assigned to a DoD Component CI organization
conduct CCA. _

d. (U) CCA are conducted in accordance with DoD. 5240,1-R (Reference ().

3 G. Vickers, USD(I)
Resson: 1

Declawsify On: 20240226
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Department of Defense |
INSTRUCTION

NUMBER §-3325.10
June 6, 2013
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SUBJECT: Humen Intelligence (HUMINT) Activities in Cyberspace (U/FOUO)

References: See Enclosure 1 ()

1. (UiR@Be)-PURPOSE, As authorized by DoD Directive (DoDD) 5143 01 (Reference (a)),

this instruction:

8. (UMM Esublishes policy and assigns responsibilities for HUMINT activities in
cyberspace. .

b. (UNF@©E@=Implements policy established in Executive Order 12333 DoDD
8-5200.37, and DaDD §-3325.09 (References (b), (c), and (d)).

2. (U) APPLICABILITY

a. (U) This instruction applies to OSD, the Military Departments, the Office of the
Chairman of the Joint Chiefs of Staff and the Joint Staff, the Combatant Commands, the Office
of the Inspector General of the Department of Defense, the Defense Agencies, the DaD Field
Activities, and all other organizational entities within the DoD (referred to collactively in this
instruction as the “DoD Components™).

b. (U) Nothing in this issuance expands existing HUMINT authorities in References (c), (d),
and DoD Instruction (DoDI) S-5200.42 (Reference (e)) or limits the sutharities of the DaD
Components heads derived from statute, Executive order, regulation, and interagency agreement.

3, (UAPOEOY POLICY. It is DoD policy that DoD HUMINT activities in cyberspace will:

Cl : Under Secretary of Defense for Intelligence
Reason: 1.4(c
Doclassify on: June I
SECRET/NOTORN
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Department of Defense
DIRECTIVE
NUMBER 5-3325.09
January 9. 2013

Incorporating Changcl Junc 13,2013

usb()

SUBJECT: (U) Oversight, Management. and Fxecution of Dtt‘cnSt Clandestine Source
Operations

References: (U3 Sce Enclosure 1

I. (U) PURPOSE. This directive:
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Dei.valrtnlent of Defense
INSTRUCTION

NUMBER S—Sl 0&43
. Seplembet 24, m

b 1

b 'SUBIECT Defense Specml Misstle and Aerospace Center (DEFSM:\\C) (U)
Referenocs (U ) See Enclosure I

AL (U) E.[REQSB 'l'htslmtnwhm

> (U) Rewmes DoD Directive (DoDD) §-5100.43 (Reference (s)) asa DoD Insmm m .
. aaco:dmwe ‘with the puidance in DoD Instrction 5025.01 (Reference (b})and the amhmly o
jDODD 5143 Ol (Reterenoe {c).

B, (U) Extablishes policy and assigns responsibilities wnde the ntxdmty nfBoDD: sms A
“and 5100 0 (Refemes (d) and (e)) for:

2, (U) ARELE:ABILILL This Instruction applies lo OSD, the Milumy Depmmmu. the
Office of the Chairman of the Joint Chiefs of StafY and the Joint Stafk, the Combatant -~ - :

" Comimands, the Office of the Inspector General of the Department of Defense, the Defegse -~
‘Agencies, the DoD Field Activities, and 2ll other osganizntional entitiés within the Deparhncml
of Defeme (hemﬂer referrad 10 collectively as the “DoD Compmenls")\.

3 (U) Dﬂm See Cﬂom E5 . :
Dem'ed Fm'n: Nswms Policy Manun! 1-52, “NSA/CSS C‘lasdﬁcnﬂm Mamml,“ .

33 November 20604 ; b
'Dectmty on. * Maroh 29, 2031
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Department of Defense
INSTRUCTION

- NUMBER $-332507
= o Jume22,2009

USD(D
SUBJECT: Guidance for the Conduct of DoD Human Source Validation (U)

References; () (U) DoD Directive 5143.01, “Under Secretary of Defense for Intelligance

(USD(I)),” November 23, 2005 ) : ' '

() (U) Under Secretary of Defense for Intelligence Memorandum, “Guidance
for Defense Human Intelligence (HUMINT) and Counterintelligence (CT)
Source Registration and Deconfliction,” August 13, 2005 (hereby canceled)

(¢) (U) National HUMINT Mauager Directive 001.08, “HUMINT Source
Validation,” January 18, 2008 !

(&) (U) Intelligence Community Policy Memorandum 2006-300-1, “Validation
of National Intelligence Community Human Intelligence Sources,”
January 12, 2007 |

(e) (U) DoD Directive 8-5200.37, “Management and Exetution of Defense
Human Intelfigence (HUMINT) (U),” February 9, 2009

(® (U) DaoD 8910.1-M, “Department of Defense Procedures for Management of
Information Requirements,” June 30, 1998 -

1, (U) PURPOSE. This Instruction:

a. (U) Establishes policy, assigns responsibilities, and provides procedures for DoD human
source validation methods, standards, and issuance of source validation requirements for DaD.
Components in accordance with the suthority in DoD Directive (DoDD) 5143.01

- (Reference (8)).

b. (U) Incarporates policy and cancels Under Secretary of Defense for Intsiligence (USD{T))
Memorandum (Reference (b)).

2. (U) APPLICABILITY. This Instruction:

a. (U) Applies to OSD, the Military Departments, the Office of the Chgirman of the Joint
Chiefs of Staff and the Joint Staff, the Combatant Commands, the Office of the Inspector

Classified by: Under Secretary of Defense for Intelligence
Reason: 1.4(»)
Declassify On: 20330430
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Department of Defense
INSTRUCTION
NUMBER C-5105,32
March 18, 2009
Y/ ., 13 € haw, "‘”M

SUBJECT: Defense Attaché Syotem Service (DAS) (U)
Refeveaces: (U) See Exclogure 1

L (U) FURPQSE This Instruction:

2. (U) Reissues DoD Directive (DoDD) C-5105.32 (Reference (a)) a8 8 DoD Instruction
(DoD0) in sceordance with the suthority i DoDD 5143.01 (Refesence (b)):30 provide policy for
lhcmmmmtoflhe DAS.

b. (U) Cancels DoDD C-4515.9 (Reference (c)).

2, (U) APPLICABILITY. This Instruction applies to OSD, the Military Departments, the
Offlce of the Chairman of the Joint Chiefs of Staff and the Joint Staff, the Consmtant
Cmmmmam:mmomammmammm
AmhmmDFhMAcﬁvﬁqmddlmwquﬁﬁnﬁﬁnmm
ﬁm(MmeﬂuﬁMyuh“mDCw").

3. (U) DEFINITIONS. The following terms and their definitions are for the purpose of this
Instruction, .

& (U) Defense Attacké Office (DAQ). An organizationsl elemers of the U.S. diplomatic
mmmmnAsmiunﬁsimm»Mmbem«m
mhoﬂmmiﬁmdmﬂmmelmmumewofbefmmdﬁn

b, (U) Defense Lisison Offices {DL.O). A Defense Intelligence Agency (DIA) civilian
m#&ekimMﬂiuwAmcuSchmlmisdiphm&nuymnmm
stisché axsigned 10 8 DAQ, .




Department of Defense ‘o
INSTRUCTION

NUMBER 8-5240.09
October 29, 2008

U

SUBJECT: Offensive Counterintelligence Operations (OFCO) (U)
(U) References: See Enclosure 1

1. (U) PURPOSE. In accordance with the authority in DoD Directive 5143.01 (Reference @)
this Instruction: .

a. (U) Reissues and updates DoD Instruction §-5240.9 (Reference (1)), cancels DoD
Instruction S-5240.7 (Refereace (c)), and cancels OFCO interim operational guidance in the
Under Secretary for Intelligence (USD()) Memorandum (Reference (d)),

e. (U) Authorizes the DaD Operations Chiefs Working Group (OCWG).

2. (U) APPLICABILITY, This Instruction applies to OSD, the Military Departments, the
Office of the Chairman of the Joint Chiefs of Staff and the Joint Staff, the Combatant
Commands, the Offics of the Inspector General of the Department of Defense, the Defense
Agencies, the DoD Field Activities, and all other organizational entities within the Department
of Defense (hereafter referred to collectively as the “DoD Components”).

Derived from: DoD Instruction C-52408

Reason: 1.4(n)
Declassify on: 28 August 2033
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Department of Defense
DIRECTIVE

NUMBER 5-3325.02
March 16, 2009

e ey

USD(1)

SUBJECT: Transfer of Nationa! Intelligence Collection Tasking Authority (NICTA) (U)

Reforences: (U) See Enclosure 1

1. (U) PURPQOSE. This Directive reissues DaD Directive S-3325.2 (Reference (a)) to:

2. (U) Update DoD policies related to DoD Directive 5143.01, National Security Decision
Directive 204, Executive Order 12333, and Memorandum of Agreement Between the Director of
Central Intelligence and the Secretary of Defense (Refereuces (b), (c), (d), and (¢)) for
transferring NICTA from the Director of National Intelligence (DNI) to the Becretary of
Defense.

b. (U) Assign responsibilities according to the National Security Act of 1947, Public Law
108-458, Memorandum of Agreement Between the Secretary of Defense and the DNI and
acoompanying memorandum defining roles and responsibilities, Defense Intelligence Operations
Coordination Center (DIOCC) EXORD, and DoD Directive 5105.21 (References (£), (g), (), (i
and ().

¢. (U) Prescribe implementing actions that follow NICTA transfer.

2. (U) APPLICABILITY. This Directive applies to OSD, the Military Departmentz, the Offico
of the Chairman of the Joint Chiefs of Staff and the Joint Staff, the Combatant Commands, the
Office of the Inspector General of the Department of Defense, the Deofenso Agencies, the DoD
Field Activities, and all other organizational entities in the Department of Defense (hereafter
referred to collectively as the “DoD Components™).

3. (U) DEFINITIONS. See Glossary.

Classified by: Mulfipté Sources

Reason: 1:

Declassi : 2018
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Department of Defense
INSTRUCTION

SUBJECT: Counterintelligence Collection (L))
Reforences: {{J) See Eaclosure |

I. (U) PURPOSE, This instruction:
8. (U) Reissues and updaies DoD insiruction (DoDj) 5240.17 (Reference (8)).

b. (U) Implements policy, ussigns responsibilitics. and establishes procerures according to
DoD Directive (DoDD) O-5240.02 (Reference (b)) snd DoDD 5240.1 (Reference (c)), and the
authority in DeDD 5143.01 (Reference (d)), for the conduct and sdministration of DoD
counesimdelligence (C1) collection. '

¢. (U) Provides new classified guidance for the conduct of Cl collection sctivities snd
intrusive techniques sddressed therein. : .

2. (U) APPLICABILITY. This Instruction applics to OSD, the Military Departments, the -
Office of the Chairman of the Joint Chiefs of Staff and the Joint StafY, the Combatent Cominands
(CCMDs), the Office of the inspector General of the Depastment of Defense, the Deferme
Agencies, the DoD Field Activities, and all other organizational entities. within the Department
of Defense (horeafler referred to collactively ss the “DoD Componentis™).

3. (U) REEINITIONS. See Glossary.

4, {U) POLICY. In accomance with Reference (b}, it is DoD policy that:

Clamsified by: DoDI 5240.08, CI SCG
Reason: ).4(n)
Declassify on: 14 April 2018
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“CONPIDENFE—
Department of Defense
DIRECTIVE
NUMBER C-3325.01E
— - _October 10, 2006
USD{D

SUBJECT: Foreign Materic! Program (FMP) (U)

Refercnces; (s) DoD Directive C-3325.1, subject as above, February 19, 1998 (hereby

canceled) '

(®) Section 113 of dtle 10, United States Code

(¢) DoD Directive 5101.1, “DoD Executive Agent,” September 3, 2002

{d) DoD Instuction 2015.4, “Defense Research, Development, Téast and
Evaluation (RDT&E) Information Exchange Program (1EP),”
February 7, 2002 '

(e) through (h), sec Enclosure 1

1. (U) REISSUANCE AND PURPOSE
(U) This Directive:

1.1. (U) Reissues Reference (8) to update policy and responsibilities for the managerent
and operation of the DoD FMP under the authority vested in the Secretary of Defense by

Reference (b).

1.2. (U) Designates the Director, Defense Intelligence Agency (DIA), as the DoD) Executive
Agent for the FMP according to Reference (c),

2 (U) APPLICABILITY AND SCOPE
(U) This Directive applies to:

2.1. (U) The Office of the Secretary of Defense (OSD), the Milimry Departments, the
Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Office of the Inspector
General of the Department of Defense, the Defense Agencies, the DoD Fisld Activities, 2nd all

entities in the Department of Defense (hereafter referred to collectively ss

other, organizational

the “DoD Components™).
Classified by: Stophea A. Cambone, Under Secretary of Defense for Intelligence
Reason: 1.4(b), (c), (d)

Declassify on: August 1,203}
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SURTECT: Use of Defense Attacha System Afrcraft (D)

Befersnces: (2) Dal Isatyuction C~4515.9, "Utilisation of Attache Afmcraft

(U)," Jage 14, 1955 (bereby camceled) ;

(®) Dob Directive £+5105.32, "Defonse Attache Systen (U),"
Barch 13, 1973

{c) Dab &515.13-R, "Afr Tramsportation Eligihilfity,.” Jasuaxy
1988, authorised by Dol Directive 4515.13, Jwas 26, 1979

(d) DoD Dizective 4515.12, "Department of Defenne l?on for
Travel of Newbers and Employwes of the Congress,
Dezenber 12, 1944 :

{e) Tereign Affsive Manval, Volume 6, Section 186 (6 FAN 104),
Augpst 19, 1982 '

D. APPLICARTLIYY |

(1) This Directive sppliss to the Office of the Secretary of Dafense,
the Militery Depacrtments, the Ocganizsticn of the Joint Chiefs of Btaff, the
Uaified snd Specified Commmnds, and the DIA. The tars "Militscy Pl
st used barein, rafery te the Aswy. the Nevy, the Air Forve, amd Marioe
Corps .
€. WLICY

1. (U) It is the policy of the Depertment of Defumse to provide appro~
puhly(u)nﬂm l‘l!::lﬂ‘- for eslected Defense Attache Offices to mmable
attechae to accomplish sissfons sssigaed them by referemen (b).

: 2. \lthth licy of the Departmest of Defenee to enciurags a
cooperative nmimhir betwten the Defense Attache Office and U.8, smbazsy
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