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OF THE PUBLIC INTEREST DECLASSIFICATION BOARD’S 

NOVEMBER 27, 2012 RECOMMENDATIONS* 
 
Recommendation 2: Classification should be simplified and rationalized by placing national security 
information in only two classification categories, aligned to existing practices in much of the 
government. 

We do not support this proposal. We do not believe that this recommendation will help to reform 
the problem of overclassification, and we are concerned that it could actually be counterproductive. 
First, we fear that in the transition to two categories, agencies will simply move Confidential 
material into the Secret category, resulting in only more secrecy and barriers to information-
sharing.  
 
Further, even if agencies do not simply re-classify all Confidential information as Secret, such a 
large shift in classification procedure will deplete the already scarce manpower, time and resources 
dedicated to improving the classification system.  The reclassification of Confidential information 
will pull resources away from implementing PIDB’s more useful and transformative 
recommendations.  
 
We understand the collapse of classification categories is supposed to force agencies to redefine 
classification categories and identify an articulable risk. However, we believe that the PIDB could 
recommend a more rigorous definition of classification categories as an independent measure 
without collapsing classified information into two categories. 
 
If this proposal is adopted, it should be tested in a pilot program so its unintended consequences 
can be evaluated before every agency is asked to make the transition.  
 
Recommendation 3: The decision to classify information and at what level in the two-tiered system 
should be more clearly defined and distinguished by the level of identifiable protection needed to 
safeguard and share information appropriately. 
 
This recommendation comprises three main components. First, it would replace the “damage to 
national security” standard with an “identifiable risk” standard, under which classifiers would use 
the minimum level of protection necessary to mitigate an identifiable risk. We question the 
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significance of this recommendation; classifiers already must have in mind an “identifiable risk” to 
national security, and must default to the lowest appropriate level of classification.  
 
Second, the recommendation suggests that classifiers should “balance the need to protect 
information with the public’s right to access information about its government” and that 
classification guides could assist in this effort. While we support a balancing test for original 
classifiers, assessing the risks of disclosure and balancing them against the risks of non-disclosure 
should be an exercise for OCAs only. Thus, the suggestion that classification guidance could assist 
classifiers in this effort seems misplaced. Classification guides are intended for derivative 
classifiers, and the guides’ purpose is merely to specify what information already has been deemed 
classified by an OCA. 
 
Third, the recommendation calls for “tighter definitions” of what information may be classified. We 
strongly support this idea, but the devil, of course, is in the details, which the PIDB did not provide. 
This would be a useful matter for the CRC to address, perhaps with further input from the Board 
 
Recommendation 4: The specific protections afforded intelligence sources and methods need to be 
precisely defined and distinguished. 
 
We support the notion that intelligence sources and methods should be better defined. However, 
this recommendation does not address the main “sources and methods” problem, which is that 
some agencies have interpreted the National Security Act to require the protection of sources and 
methods regardless of whether disclosure could harm national security. Thus, even open source 
intelligence or widely-known general techniques are considered classifiable. Recommendation #4 
could even exacerbate this problem by suggesting that sources and methods – all of them – are 
more sensitive than other kinds of NSI. 
 
Recommendation 5: Pre-decisional, tactical, and operational information with short-lived sensitivity 
should be identified and segmented for automatic declassification without further review. 
 
We strongly support the PIDB report’s recommendation to create a self-canceling classification 
process that would provide for true automatic declassification. Indeed, we believe that this 
proposal should be strengthened and expanded to cover any information whose sensitivity can be 
expected to expire after a certain date or event, and to truly require no subsequent review once that 
date or event passes.   
 
Specifically, we believe that all classified information that is operational or based on a specific date 
or event should be automatically declassified when that operation or event passes without the 
option for additional review or exemption. This would be true “automatic” declassification, unlike 
the process currently called “automatic” declassification.  We agree this type of information should 
be specially marked at the time of creation (although we believe it should be marked “No Review” 
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rather than “Short-term,” as the PIDB proposes) and that an actual automatic declassification 
process should be created.   
 
Recommendation 6: Agencies should recognize in policy and practice a “safe harbor” protection for 
classifiers who adhere to rigorous risk management practices and determine in good faith to classify 
information at a lower level or not at all. 

We agree with the premise of this recommendation – i.e., that cultural bias and incentives are 
skewed toward classification. We also support the specific measures the PIDB recommends to 
address the problem: creating a “safe harbor” for classifiers who make good faith decisions not to 
classify or to classify at a lower level; charging the CRC with developing a model for classification 
training that draws on agencies’ best practices; conducting separate training units on avoiding 
overclassification; and using incentives to encourage challenges to overclassification. On this last 
recommendation, we note that the federal government makes liberal use of cash awards and 
(where budget constraints foreclose cash awards) other personnel incentives to reward employees 
who act in the public interest. 
 
We are disappointed, however, that the PIDB failed to address a key factor in the cultural bias 
toward classification: the absence of any accountability for overclassification. While the governing 
executive order contemplates sanctions for improper classification, agencies generally do not 
monitor classification decisions, and penalties have rarely if ever been imposed. We recognize that 
original classification decisions are often judgment calls that are difficult to second-guess. But there 
are undoubtedly some instances in which original classification decisions are clearly improper. 
Moreover, improper uses of derivative classification authority – which should not involve any 
exercise of independent judgment – should be relatively easy to identify.  
 
We believe the CRC should consider measures, possibly in the nature of pilot projects, to implement 
accountability for overclassification in appropriate cases.  
 
Recommendation 7: The classification status of Formerly Restricted Data (FRD) information should 
be re-examined.  A process should be implemented for the systematic declassification review of 
historical FRD information. 
 
We support this recommendation. We also urge the Board to advise the CRC that the administration 
should seek the repeal of the Kyl-Lott Amendment. This statute poses a continuing obstacle to 
efficient declassification. It is unnecessary, and its elimination is a prerequisite to fixing the 
declassification process.  
 
Recommendation 8: The President should bolster the authority and capacity of the National 
Declassification Center with specific measures to advance a government-wide declassification 
strategy. 
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[8a], Executive Order 13526 should be amended to eliminate the additional three years now 
permitted for review of multiple agency equities in all archival records (including those stored 
outside the NDC). 
 
[8b], The requirement of agencies to share declassification guidance with other classifying 
agencies and the NDC should be strengthened.  Retention of agency declassification authority 
should be contingent upon sharing agency guidance. 
 
[8c], The President should direct Agencies to consult the NDC before prioritizing their records 
for declassification and transfer to the National Archives. 
 
[8d], The Interagency National Declassification Center Advisory Panel (NAP) should have 
representation from the public, including representation from the Government Openness 
advocacy community. 
 
[8e], An inter-agency effort to develop new declassification review processes should be 
coordinated by the NDC and be based on a risk management approach. 
 

We support these recommendations as far as they go.  Eliminating the backlog and ensuring timely 
declassification going forward, however, will ultimately require putting an end to agency 
ownership of classified information (“equity”) after at most 25 years. After the 25 year mark, the 
NARA and NDC process should have authority and responsibility for release of the information. The 
CRC should develop a plan to put this reform into practice. 
 
Recommendation 9: Historically significant records should be identified and set aside as early as 
possible after their creation to ensure their preservation, long-term access and availability to agency 
policymakers and historians.  Each agency should have an in-house history staff to assist agency 
records officers and declassifiers in the prioritization of records. 
 
We support this recommendation. We further recommend that, in addition to an in-house history 
staff, each agency should have an advisory committee of outside experts (along the lines of the State 
Department’s model) to assist in the process.   
 
Recommendation 10: Agencies should improve records management overall by supporting and 
advancing the government-wide information management practices found in the President’s 
Memorandum on Managing Government Records and its Directive. 
 
We support this recommendation, and would further recommend that each incoming federal 
employee receive training on records management and the Freedom of Information Act. 
 
Recommendation 11: The organization and integration of agency declassification programs must 
be improved across Government.   
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We believe that this recommendation misses the point. The problem is not lack of integration, but 
(a) massive overclassification; (b) the delay caused by review for agency equities; (c) the lack of 
sunsets; and (d) the absence of any outside board (along the lines of the Kennedy Records Board) to 
force openness. All of these factors disempower the NDC and won’t be addressed by improved 
organization or integration. 
 
Recommendation 12: Agencies should be encouraged to prepare case studies and national security 
histories, in classified and unclassified versions.   
 
We support this recommendation, which conforms with the spirit of the 9/11 Commission’s 
recommendation to make greater use of tear lines and similar methods to increase the disclosure of 
the non-sensitive elements of classified documents. We think this recommendation should go 
further and extend to other types of information, like National Intelligence Estimates, in which 
there is great public interest. 
 
Recommendation 13: A series of pilot projects should be used to evaluate proposals for enhancing 
capabilities at the NDC, streamlining the declassification system and improving access to historically 
significant records, including historical nuclear information.  

We support engaging in pilot projects to streamline the declassification process generally. With 
respect to the specific issue of historical nuclear information, however, we don’t believe that pilot 
projects are the solution, as the necessary “fixes” are clear: (a) repeal of the Kyl-Lott amendment; 
(b) enforcing agency compliance with the president’s decision to declassify nuclear stockpile 
information; (c) pending repeal of Kyl-Lott, enforcing agency compliance with the president’s 
directive to designate whole groups of records as unlikely to contain Restricted Data (RD) rather 
than engaging in page-by-page review; and (d) moving FRD (other than nuclear design information, 
etc., which should be converted to RD) into to the national security information category.  
 
Recommendation 14: The President should direct the Classification Reform Committee to encourage 
collaboration and to determine how to employ existing technologies, and to develop and pilot new 
methods to modernize classification and declassification. 

We believe that technology can be harnessed to help rationalize the classification system. We 
support the increased use of tagging and standardization of metadata, which will help to manage 
large volumes of classified information and to automate declassification.  
 
However, we believe strongly that agencies should only use context accumulation technology (and 
other types of predictive analytics) for declassification, and not to assist with classification 
decisions. The success of computer-assisted classification would rely entirely on classifiers 
exercising independent judgment about the accuracy of the computer program’s recommendations 
and overriding those recommendations if the classifier believed them to be in error.  
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Given the current tendency to classify by rote, it is far more likely that classifiers would simply 
accept the program’s recommendations, and errors in the program would thus be perpetuated and 
magnified through the “accumulation” function. The result would be a dramatic increase in 
overclassification. The CRC should not develop any pilot projects in this area. 
 
In addition, although we support developing pilot programs to automate and streamline the 
declassification process, we wish to underscore the limits of technology in solving the problem of 
declassification. Technology may help with risk management and sampling. However, in the 
absence of truly automatic declassification (i.e., self-cancelling classification markings), it will be 
impossible – and prohibitively costly – to keep up with the cascade of classified electronic 
information. With one intelligence agency creating a petabyte of classified information every 18 
months, automatic declassification without review is the only long-term solution.   
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